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Abstract of the contribution: An additional solution is proposed to Key Issues 2.2 and 3.1. It is an enhancement to existing Solution #2.2.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.

An additional solution is proposed to Key Issues 2.2 and 3.1. It is an enhancement to existing Solution #2.2.
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]. The proposed text would fit immediately after the existing 5.2.4.2. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.4.a 
Solution #2.a: Binding a serving network public key into the derivation of the radio interface session keys
5.2.4.a.1
Introduction  

This solution addresses key issues 2.2 and 3.1. It is an enhancement to Solution #2.2 in that it achieves the same prevention against purely passive attacks, and also makes active attacks harder. 
In particular, the solution ensures that an attacker who:

a) either knows the long term secret key and Authentication and Key Agreement algorithm, including any global constants, that a subscriber is using (Key Issue 2.2),
b) or is able to observe or request keys sent between network nodes (Key Issue 3.1),
can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.
Further, by using a serving network public key NPUB to authenticate the key exchange, we can ensure that an attacker of type b)  is unable to act as a full man-in-the-middle, but is only able to unilaterally impersonate the UE towards the serving network. This will prevent an eavesdropping attack on the genuine UE. And since the genuine UE will fail the connection and attempt to re-authenticate, the attack is very likely to be detected.
5.2.4.a.2
Solution details  
The key exchange proceeds much as described in Solution #2.2 but with some additions to steps 1,2, 4 and 5. These additions are shown below in bold: 

1. UE and CP-AU perform mutual authentication.  The authentication vector received from the AAA is a function of a serving network id, and a serving network public key NPUB. 
a. Each CP-AU may generate a separate key-pair (NPRIV, NPUB). Or a single CP-AU may generate multiple key-pairs (e.g. it may refresh the key-pair regularly).
b. If the AAA does not already have the intended NPUB then the CP-AU must provide this to the AAA. The communication of a new NPUB to the AAA must be integrity-protected. 
c. Using a USIM, the authentication vector might include a key KN = KDF(CK||IK, Network Id, NPUB) binding the authentication vector to the specific serving network, like the KASME  in LTE. 
2. UE and CP-AU derive K1 after mutual authentication. K1 is a function of the serving network id and of NPUB. If the UE does not already have the intended NPUB, then the CP-AU must provide this to the UE. 
a. Using a USIM, K1 may be derived from, the above key KN.

3. CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4. CP-AU sends message 1 to UE, which contains APUB, a  MAC computed using K1 and a signature computed using the serving network private key NPRIV. 

5. UE verifies the MAC, verifies the signature using NPUB, decodes APUB, and further generates a Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from KDH and K1.
6. UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7. CP-AU verifies the MAC, decodes BPUB, and derives the same symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same session key Ksession from KDH and K1.

Both UE and CP-AU now own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.

Editor’s note: The next paragraph should move to the Evaluation section when this is added. It is included here to demonstrate the security advantages of this proposal.  

Observe that the only ways an attacker can become a full man-in-the-middle are: determine NPRIV or APRIV; make the AAA use the attacker’s own NPUB; or make the serving network private key sign the attacker’s own APUB. If the attacker is able to create both a spoof serving network and a spoof AAA (e.g. because the attacker knows the long-term secret K and the AKA algorithm) then this is possible. Otherwise, in the absence of such a powerful capability, even an active attacker will not be able to impersonate the network towards the UE; the attacker can only unilaterally impersonate the UE towards the network. 
~ ~ ~ End of first text proposal ~ ~ ~
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